
 
 

 

 

SANCTIONS POLICY 

 
Purpose and Scope 
 
QNB (hereinafter referred to as "the Bank”) has created this policy as part of Bank’s Sanctions 
Compliance Program; The Bank adopts the Sanctions Policy (hereinafter referred to as the 
“Policy”) that is subject to the Policy on AML/CFT that is issued in accordance with the Group 
Compliance Policy on AML/CFT and this policy sets up the minimum requirements and 
guidelines, to mitigate potential Financial Crime Compliance and reputational risks associated 
to sanctions legislations and the risk of engaging in business relationships and transactions 
with sanctioned targets (individuals and entities).  
 
As a general principle, the Financial Group, Bank’s financial subsidiaries and foreign branches 
should align themselves with the framework established by this policy taking into consideration 
their own characteristics and to the extent allowed by the applicable laws and regulatory 
guidelines of their f ield of activity. All Bank employees must understand and comply with the 
Sanctions Policy. 
 
Regulatory Environment 
 
The Bank will adhere to all the sanctions programs applicable to its operations in all 
jurisdictions where it conducts its businesses. This policy combines sanctions regulatory 
requirements and guidance, as well as financial industry best practices and market trends to 
ensure compliance with sanctions programs imposed by, but not limited to, the following 
authorities and countries:  
 

• Türkiye (any relevant official authority)  

• Qatar (any relevant authorities)  

• United States (OFAC)  

• United Nations (UN)  

• European Union (EU)  

• United Kingdom (HMT)  

 
In case of conflict of the requirements established in this policy with any country law 
enforcement, regulation or guidance, Bank must document and escalate the conflict to QNB 
Group Sanctions Help Desk for advisory.  
 
Objectives 
 
The objectives of the Policy are the following:  
 

• To demonstrate Bank's commitment to sanctions compliance,  

• To articulate Bank’s sanctions compliance program, which commensurate with Bank 
sanctions risk profile, 

• To identify higher-risk areas of Bank’s operations,  

• To establish proper controls for customers and transaction screening, 

• To document the requirement to report potential sanctions breaches to competent 
authorities,  

• To articulate the role of independent testing in Bank's sanctions compliance program, 

• To identify the responsibilities of Bank's Sanctions Compliance Officer, 
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• To describe how Bank, organization-wide, will maintain an up-to-date sanctions 
compliance program and respond to legal and regulatory changes,  

• To ensure that Bank maintains effective controls to prevent and mitigate against 
potential sanctions breaches,  

• To describe the process by which Bank will conduct, 

• To protect Bank and financial subsidiaries reputation from being involved or 
conducting business with or on behalf of any sanctioned country, organizations, 
activities, individuals and entities, 

• To prevent Bank and financial subsidiaries from financial risks associated to penalties  
linked to any breach of any sanctions program that might be applicable, 

• To enhance the integrity of Bank in the financial markets, with respect to its 
shareholders, employees, customers and stakeholders.  

 
Policy Statement 
 
The Bank is committed to full compliance with sanctions laws and regulations in the 
jurisdictions in which it operates.  
 
The Bank must prevent the opening or maintenance of relationships or the execution of 
transactions for, on behalf of, or for the benef it of, a sanctioned individual, entity, country or 
organization in violation of the sanction laws and regulations.  
 
This policy establishes the minimum standards for:  
 

• Screening of customers and connected parties’ names  

• Screening of transactions processed through the Bank  

• Screening of Bank employees and service providers  

• Assessment and response for potential true matches  

• Maintenance of sanctions lists used for screening  

• Management of sanctions regulatory licenses  

• Provision of Sanctions Regulatory Reports  

• Staff awareness and training  

• Production and reporting of Sanctions management information  

• Sanctions Risk Assessment framework  

 
Senior Management and Financial Crime Compliance Division Responsibilities 
 
Board of Directors and Executive Management are accountable and committed to full 
compliance of all sanction laws and regulations applicable to Bank business and operations.  
 
Executive Management is responsible for ensuring that sufficient and effective resources, 
systems and processes operating across Bank are available to support Financial Crime 
Compliance Division to mitigate the sanctions risk across Head Office, Financial Group, foreign 
branches and financial subsidiaries, when allowed by the local laws and regulations. 
 
Senior management has the following responsibilities:  
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• Ensure that Financial Crime Compliance Division has sufficient authority and autonomy 
to deploy Bank Sanctions Policy and Procedures, 

• Oversee the implementation of the Sanctions Policy and applicable sanctions controls 
across branches, business departments and operational areas,  

• Ensure the existence of direct reporting lines between the Sanctions Compliance 
Program functions and senior management, including the appropriate forum for 
discussion and report of sanctions matters, 

• Demonstrate recognition of the seriousness of potential sanctions breaches of the 
relevant sanctions laws and regulations administered by the relevant sanction 
authorities, or malfunctions, deficiencies, or failures by the Bank and staff to comply 
with the Sanctions Compliance Program, and implement necessary measures to 
reduce the occurrence of potential sanctions breaches and represent systemic 
solutions whenever possible.  

 
Financial Crime Compliance Division is responsible for implementing, developing and 
reviewing this Policy approved by the BoD and the BoD is ultimately responsible for ensuring 
the fulfillment of the obligations to which the Bank is subject within the scope of the relevant 
regulations. The Chief Internal Control and Compliance Officer is responsible for the Bank’s 
risk assessments regarding of policies and procedures regarding this issue in accordance with 
sanction regulations and QNB Group Policies.  
 
Financial Crime Compliance Division has the following responsibilities:  
 

• To ensure that this policy is update and aligned with the relevant sanction 
developments affecting Bank.  

• To provide consistent and effective sanctions advisory to the different areas of the 
Bank.  

• To oversee, review and assess the financial crime compliance risk of sanctions across 
the different Bank business and operational areas.  

• To produce and deliver sanctions trainings and awareness to Bank employees to 
leverage staff capabilities regarding to sanctions risk and how to mitigate it.  

 
Individual Employee Responsibility 
 
This policy applies to all Bank employees and to support this policy, all employees are required 
to:  
 

• Comply with this policy, applicable sanctions laws, regulations, and supporting control 
procedures, 

• Report to Financial Crime Compliance Division any customer activity involving 
sanctioned countries, individuals and entities, as well any notice of internal support to, 
or customer intention to circumvent or evade sanctions,  

• Not give any advice to customers that can instruct how to structure a transaction or a 
customer CDD to evade Bank sanctions controls, 

• Employees that fail to comply, negligee or deliberated ignore this policy may be subject 
to administrative disciplinary actions. Employees responsible for breaches on sanctions 
laws and regulations may also be subject to criminal prosecution.  

Transparency 
 
Bank employees cannot change, delete or hide the instructions, documents and/or information 
contained in the data of the parties to the transaction, in order to avoid sanctions or to prevent 
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the detection or emergence of an issue related to sanctions. Requests from the other party to 
delete or hide the relevant names, addresses or other information included in the transaction 
records or documents related to the transaction and sanction lists, should be rejected and 
these requests should be immediately forwarded to the Financial Crime Compliance Division.  
 
Any deviation or non-compliance to the requirements of this policy must be reported to 
Financial Crime Compliance Division, which will assess the risk(s) and advice on the 
implementation of alternative controls to mitigate the inherent risk(s) of sanctions.  
 
Sanctions Risk Assessment and Management 
 
Following a risk-based approach methodology, on an annual basis, Financial Crime 
Compliance Division will perform a Sanctions Risk Assessment, which consists of the 
following: 
  

• Identify, review and assess the inherent risk of sanctions that Bank is exposed to , 

• Map all systems, process and procedures in place to control and mitigate the 
sanctions risk, 

• Evaluate the efficiency and effectiveness of the existing controls in place, 

• Recommend remediation action plans for the identified control deficiencies.  

 
Sanctions risk assessment is subject to reviews caused by Bank organizational changes, as 
well for external events, such as but not limited to new or material amendments in sanctions 
laws and regulations.  
 
Bank sanctions screening program uses a centralized sanctions screening tool for matching 
names and accounts based on the Bank's particular risks.  
 
Sanctions Breaches 
 
Any failure to follow Bank Sanctions controls is considered a breach. Breach can be considered 
a policy breach or a potential regulatory breach. Policy breach is when Bank standard controls 
to mitigate the risk of sanctions is not followed, increasing the risk of Bank failing to comply 
with the sanctions laws and regulations, which is considered a potential regulatory breach.  
 
Potential Sanctions breaches are identif ied by automated sanctions screening processes for 
customers and transactions, by the investigation of downstream rejected payments, internal 
escalations, whistleblowing, etc. Root cause analysis, as well investigation surrounding all 
potential sanctions breaches is performed. As part of remediation actions, customers can be 
notif ied about the potential sanctions breach and reminded about Bank Sanctions Policy. In 
certain cases, relationship termination and or the curtailment of certain services and products 
(ring fence) can be considered.  
All potential breaches (policy or regulatory), must be communicated to Financial Crime 
Compliance Division, which will review and advice on the necessary actions for remediation 
and report to the competent authorities (if applicable).  
 
Training 
 
The Bank’s sanctions training program is tailored to the Bank's r isk profile and all appropriated 
employees and stakeholders.  
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Sanctions training program provides adequate information and instruction to employees and, 
as appropriated, stakeholders (for example: Business partners and counterparties) in order to 
support Bank's sanctions compliance efforts.  
 
In order to enhance the culture of compliance across Bank business operations, sanctions 
training should be delivered to all Bank staff in an annual basis and upon requirement. The 
Bank carries out training activities by organizing seminars and panels, establishing working 
groups, using audio-visual materials and providing computer aided training programs. All 
employees are included in the scope of such training programs (except drivers, executive and 
platform assistants, technical personnel, security guards, etc.)  
 
Sanctions training should consider at least the following aspects:  
 

• Sanctions compliance responsibilities is communicated for each employee,  

• Training content is tailored and appropriate for the different staff roles and exposure to 
sanctions risk, 

• Training is accessible and routinely delivered,  

• Refreshed/Recycled training content is produced to ensure that knowledge remains 
current and up-to-date, 

• Staff are tested, as appropriate, to ensure that they have understood the training.  

 
Following sanctions matters should be included in the training as a minimum:  
 

• Definition of sanctions  

• Applicable regulatory sanctions requirements  

• Sanctions Authorities (Local and Global)  

• List of prohibited countries and key sanctions programs  

• Examples of sanctions breaches and evasion attempts  

• Consequences of non-compliance with sanctions policies and regulations  

• Bank key sanctions controls  

 
Record Retention 
 
The Bank should keep the records related to customer accounts and transactions for at least 
10 years pursuant to the Banking Law and relevant regulations.  
 
The key sanctions records are the following: 

• Specific License authorizing a transaction/account,  

• Sanctions Regulatory reports, 

• Sanctions trainings attendance lists and content,  

• Automated screening alerts for customers and transactions,  

• Potential Sanctions Breaches reports. 

 
Audit 
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Internal Audit Department regularly carries out audits to evaluate adequacy and effectiveness 
of measures taken by the Bank to assess, monitor and manage national and international 
sanction risks.  
 
The Bank should ensure that, upon becoming aware of a confirmed adverse test result or audit 
f inding related to its sanctions compliance program, whether detected internally or by an 
external party, it takes prompt and effective action, to the extent possible, to identify and 
implement compensating controls until the cause of the weakness can be identif ied and 
remediated.  
 
Policy Reviews and Approvals 
 
Adequacy and effectiveness of this policy must be reviewed annually or whenever necessary. 
This Policy is issued in accordance with national and international regulations and obligations 
of QNB Group regarding sanctions and in case of compliance, more severe measures will 
apply.  
 
Financial Crime Compliance Division is responsible to ensure that this policy is be valid and 
updated.  
 
Board of Directors will approve the Policy and subsequent changes to the Policy.  
 
 


